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Exponential-Size PCPs for NP

theorem: NP < PCP| €20, 6c=¥y, Z={01}, L= expn), q=0(), r= poly(n)]

That is, ¥ LeNP T PCP system (PV) for L thot looKs [iKe this:

ol

e ol - Te o, exe(n) %€ {or}"
W e{O,I}POI\/(n) — : - b€ {o,1)
exp(n) time poly (n) time

We ochieve constont Soundness error and  constont query complexity ,

Proor STrRATEGY :

@ define notion of o Livear PCP (LPCP)

@ construct o linear PCP for NP ith constant query complexity
3 Ttronsform the linear PCP into a (standard) PCP:

lineas PCP — ‘I’ cansformation — exFov\u\’n‘o\—s’\a PCP

‘noasiby Fest local correction
ineax er J foc linear functions



[}

Llnear PCPS an LPCP verifier makes TelF

linea.r queries

)
A lineor PCP (LPCP) is o PCP where: to the proo(lgy' 9eF ()(TC‘PelF
® The honest PCP string is a linear function V

(i) soundness is relaxed o consider only PCP &frinas ‘hot are linear functions

Gwen o fiddd F ond wector e IFI/ Y—T,.:H:(»ﬁ: is the function £ (x):=<mx>.

def: (PV) is o LPCP system for a relation R over the field F with

completeness error €. and soundness error £_ if the {ollowing holds:

(D Comrreteness: ¥ (xw)eR fr[\/’ff(x)a I TreP(x,W)]a I-€, .

- 'P,, o o~ Equivalently:
@ Sounpness: Y¥xgL(R) ¥ P fr[V "'(x)=l‘ TeP ]s Es.  V¥xel®) ¥F BV=1Tck,
Simlar notation to PCPs : - V{:1r (x;3) maKes explicit that ¢ is the randomness of V

. LPCP[&,ES/ Z=fF/ﬁ,c',r/...] is class notation with paramefers
We. prove the following theorem:

theorem: ¥ finite field £, NP € LPCP[E =0 &= 2"1:" 2=F {- F°l)’(“) 9= O(I) = poly(m ]



Quadratic Equations are NP-Complete

A system of m quadratic equations in n variables over a field F is

a list of polynomials P‘,...,Pmeﬁ:[x\,...,xn] where each pi has fotal degree s 2.

EXQV‘\P\Q_ P|I X\Xg + Xi + X6 Pz'. X, + X?—l F; : XIXQ'l' S-XLXB + ?
é_ej_.'. &ESAT (IF):: {(F\,--'/Pm) I 30\,...,an € ﬁ: S.+. V\e[h\] P'g (Q\,...,an)= 0}

lemma : For every finite field B, QESAT(F) is NP- complete.

proof:  QESAT(F) is in NTIME ( poly(m n,loglFl)) .
We show NP-hardness by reducing from CSAT (satistioble beolean circuits).
Given a. boolean circuit C:{O,'}'_Q*{O/'}i
. . K._L internal wires :it,;w
' QSSI%“ Qadw wire G Var]ab]e X‘/"‘/XKIXK""/“'/X"’UY'\
+ enforce booleanity: ¥ielk]l, create the polynomial Xi-(Xi-1) (fo,} is o svbset of every Field)
* moap eoch qote o a Polyhomialt X13=NAND(X3.,X1L) = X, ( ) = Xi.- Xi,)
+ ovtput is 4@ create the Po\\/nom’la\ Xn-1

Overall n=ICl, m=1cl+i (where IC|=#vertices in DAG representing C ) . -



Approach for LPCP for QESAT

Toor 1z linear equafions fest. LPCP that checks a system of linear equations

ProBLEM: how to extend the approach from linear fo quadratic equations

EXQMF[QZ P(X\,XI,X3) = X, + ZXZ+?X3 + X Xo+ 2X, %3 + 9 X X3 + X'2.+3X:+X32

IpeA: lincarization. The prover provides the value of each quadratic polynomial

¥ ijeln) 2ij:=Xix

ProBLEM: how to check consistency between linear and quodratic terms?

TooL 2: tensor test. LPcP that checks the expecfe_d tensor Structure.

REViEW:
For Ckeﬂ:n ond be ﬁ'-m, the tensor Produd" oebef " is the matrix st

v ie[n) V\)Q[M] (Q®b)i,§ = Q'u-bj :

We denote by flat(asb) € F' the concatenation of the rows of aeb .



Tool 1: Linear PCP for Linear Equations

Consider +his setting:

LDEA: random linear Combination vie a linear query

Observe that for abeff i {

beF?

2
LT\ (Me P ceF™)

if a=b then f\-'_(_":...[<a,l—>=<l>,l—>]=l

<bu>ef S——

M Ll=‘
!

— 37—

—3>

A: GF l) 'H)Qn _E\"-(_":,., [( Q,|'> =< l)/ |—>] XS I:?_l (by PIL on non-2ero P(X»...,Xm)== Z_:, (ai-bi)%; )

This directly leads to an LPCP verifier:

</\'\-[>

7

r

(LI IV\T'

C

)

r

>

\/B(M,C): l. Sample re i
2. Q\)er beﬂ"z o w=M"t e ﬂ:z.
3. Check that <b,u>=<¢,r> .

Complefeness: Mb=c — ¥rel™ <bur=<bMr>= bT(M'r) = (Mb)'r = <Mb, r)=<c,r>,

U =M def of inner product +ranSFoSt reverses del of imner product Mb=c
ofder in o product

Seundness: Mb#c (i.e.,aie[m] st (Mh)i‘fci) —

J?\-[(b,uh(c,\'?] = .Er[(la, MTr>=<c,|—>] = _[:,_[< ML,I'7=<C,"7] - _E\,[Z:' (Mb-c): 1 =0]$ A

IF|

Polynom’\a\ Ider\’ri+)' [emmo app\ied +o (non-zero) Po\ynon\{a\ p()(\,...,)(m)=z':. (Mb-c);°X;

Check Hhat Mb=c
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Tool 2: Linear PCP for Tensor Structure

aelf" beF"
Consider this setting:
| d 1 welf" uelF"t 1 ChQCk 'H\Od‘
awef| V | <bwer Clot(aea)= b
\/Q'b: l. SqmF|Q stelf"

2. C\)very a ot s and E.
3. Query b ot £lot (sot).
4. Check +hat <b, flat(set)y=<asr<at).

Completeness: b= flat(aea) — ¥stelF" <b,flat(set)) =<flat(asa), Hlat (sot) )
=7 aiosity = (Z05)-(Z oib) = <asrdat.

(AE LY ietn)

Soundness: b4 flot(aea) (|Q Finy* e [n) st b4 G al) —
&[(b,ﬂ(ﬂ'(S@l:))*(Q,S)‘(Q,‘:)] gs%[%(bg—maﬁ S’.t;‘f-' O] > - % by f’olynomia| Iden‘l‘i'l')' Lemma. .

IF|
But we can do better:

= B—[Z(Z (biy-0ioy) &) s: #o] = ;[ Pa*(t)w] 2 (l-l—ﬂ';l)z.

¢b fl +(S®£)> PIL opplied twice
Hence P [ L da,s>+<a, t> - F') “Hz .

Zplsito] 5 B[ pe (01#0] - B[ 5 piasvo




Linear PCP for Quadratic Equations

2\l-!

I/ Z:ﬂ:l Z: n.,.nz,q:L\ , I’=(M+Zh)|og|ﬂ:|]

theotem: QESAT(F) e LPC,P[ €= 0, €=

Let (py,-,Pm) be an instance of QESAT(F) with n variables.
The LPCP verifier expects o proof w=(a,b)€ F™ ond works as follows.

(°L)((P‘, ,Pm)) l. Sam;:le re " ond sl:eﬂ:".

COQ{‘P (Pl mx (m-n) - COI\S‘\'(F!) coeﬁ(p.) = non-constant  coeffs of p;
] e and C:= 5 ) el

. Const(p) = constant coeff of p,
COQW (Fm)

2. Define M= [

—const(Pm
2. Query (ab) ot Mt and check that <allb M'r)=<c,r2.

L. Query b ot flat(set), o of s and t, and check that <b, flat(set)>
' =a,sy<a,t>’

Completeness: Svpposz f.(a)—.--.---?m(u):o ond set b:= 1CI()&’r(o\eo\).
T hen _\%[(E,HO\\'(S@t»:<0\,$>'<O,t>]=l ond J;r[<a||b,r«‘r>=<c,r>]- | (since M[b]<Mlptioon] - C ).

Seundness: Svpposz Voef" Tielm) pi(a)#0. Fix ony 1T=(0~,'0).

Ei‘l‘het‘ . (') b‘l" ‘?'Q'\'(OQOA) -> ‘l’engor 'I"QS-|- PQSSQS wPS lt'::,l;l

or (i) b=Flot(aea) and M[E]tc - linear equation test passes wp. < ﬁ




From LPCP to PCP

lemma: | pcp [ €, €5, Z<F, 2,9, 7]
< PCP[& £ = max{slgsaf'oo} =T, {'- ﬁ: q O q’ogcf) r‘_—_\’-I-O(,Q.loac‘.\oglﬂ:l)]

The lemma enables us 1o move from LivEAR Queries 4o PoinT Queries,

while preserving  query complexity  and Incuing  on exponential  blowvp in. proof \@\SH\.

This 3u§'€ices Qor Jl‘t)o\ay's goal:

we proved that NPcLPcP[E=0, &=1,, Z={01}, £=0(n*), g=00), r=0(n)]
so the lemma gwes NP SPCP[&=O, €=, Z=10"Y, L=exp(n), q=0(1), r= poly(n)]

(Thq soundness ertor iS tedvced back fo =Y, by l’€P€O‘H'\9 the verifier 00) ’r‘:mes.)

We are left to prove the lemma.



First Attempt at the Lemma

lemmq: LPCP[&/&S/Z::[F, Q/C]/r] < PCP[EC, E; , Z=ﬂ:,f'= ﬁ:z/ ql / r\]

Let (Pmp,vmﬂ be an LPCP For a Iansva\c,e L. Constryct o PCP (P,,CP,V,,C,) 0S J\lollows.

Boep (x): 1. Compute Tr:=flecp (x) € Fé Vg (x): Simulate Vipep(x)
£ ~
2. Ovtput Il := (<Tr/a>)a€‘_-1€ Fr by answering Q€ F¢ with TI(a).

kmay)

II ack! ,(',,
Completeness: xe L = Vpep (x)=Vpcp (x)=Viwer (¥ accepts wp »1-€c.

~ /4 ~
Soundness: xg L — V IIe Fr Er[Vp‘g (x)=1] £ 7

N\

FRoRLEM: T may not equal KF,0%),.2 for some FeFY
And we cannot test that I has this form Using fow Queries.

LDEA: augment the PCP verifier. with the BLR [inearity test
to ensure thot TL s close to LiN=U1-' fFQ—>|F| [ H:—Iinea\—}.

Keqli%ina this idea requires some care...
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Second Attempt at the Lemma
lemma: | pcp[ e €5, 24F, 2,q,r] < PcP[&c, & , Z=F £=F% g , r']

Let (Fpep,Viree) be an LPCP for a language L. Construct o PP (Fep,Vier) as follows.

Brep(x): 1. Compute 1= Reep () € ¥, Vig (%): Check that Vir(x)=1 and then
SBQPQEK';S 2. Ovtput Il := (<T'-C\>)a g2 € ﬂ: simulate Virep (x) by answering Qe IFQ with ﬁ(ﬂ).
o
TI (cma5)0efl KA )ae Rt
Completeness: xe L — Vpcp (x)= VB<LKQ>) “A Viper " )= iAVLf,‘Z,, (x) occapts w.p.»I-¢€
~ 2 bniqie degeding racius
SoUr\dDQSSI X¢ L_ — Fix any Heff* . le a paramd‘e\" 6 ( —ﬁ)

4

2

+ Case 1: TT is §- far Lrom LN, Pr[VgLR--IJS I- A(TTLin) € - S .
+ Case 2: I is 8-close to LIN.

Let f[:((w,oo)“,fz €LIN be the unique linear function that is closest to 1.

B’[ L-E,:f (x)= ] [VLPCP (X)

< &+ 616 « Assumes that each LPCP query is random in 23

all q\lQ.(i(S by YLPC.P are ] + f [3%\!@\7 (¢ b VLPCP ]
answered with TT=(<madgeft st TL(+TI(a

PROBLEM: This may NOT be the case. In fact, NONE of the queries in our LPCP are !
11



The Lemma via Linearity Testing and Local Correction

lemma: ) pCP[ &, €5 T=F, £, q, r]
< PCP[EC, E;: mq)({%lgsq-q.exp(-t)},zz ﬂ:/ f':. ﬁ:Z/ q': 3+ 2[:(‘ , F'= v 1‘(2:@ "'tZ)'Og“HJ

Let (Fpce,Viree) be an LPCP for a language L. Construct o PCP (Pocp, Vo) 0s follows.

Brep () 1. Compute 1= Flaep ) € . Veer (x): Check that Vg (x)=1
same as 2. Ovtput TI:= (KT ad) EL€ fF Sample t,.,r € F
BEFORE

locadly correct

Simulate Virep (x) by answering 0. [FQ
with plura|i+y{ﬁ(mn)-ﬁ(o«)}iem.

&qu ANSWer

(CT0o0)pefl g LC (kmad) ||=Q]
Comp\QTQV\QSS xelL — qu, (x)= \/BLK ™ V LPCP * (x

((T Q>)Q€ fl (<T|’,G7)4€||=
= Veix rep X)

=1A \/,f,z', (x) , which accepts w.p. 2 |-

12



The Lemma via Linearity Testing and Local Correction

lemma: ) pCP[ &, €5 T=F, £, q, r]
< PCP[EC, E;: mq)({%lgsq-q.exp(-t)},zz ﬂ:/ f':. ﬁ:zl q': 3+ 2[:(‘ , F'= v 1‘(2:@ "'tZ)'Og“HJ

Let (Fpce,Viree) be an LPCP for a language L. Construct o PCP (Pocp, Vo) 0s follows.

Frep (x): 1. Compute = Flacp (0) € fF2 Vap (x): Check that Ve (x)=1.
£

SAME AS ), OV+FV+ H;: ((T[a))ad:le ﬂ:ﬂ: . SQMPIQ h,. e € ﬂ:z.

BEFORE

locadly correct

Simulate Virep (x) by answering 0. IFQ
with Plura|i+y{ﬁ(ml’a)-ﬁ(o«)}iem.

unique o\ecodins radivs

~ £
Soundness: x & L — Fix any Ief : Fix o paramefer d«< min{l'}—,'?.(l-L)%-';.
+ Case 1: T1 is  §- far  from LiN. B[ Vete=1]¢ I- AfTLIN) € 1-6 < %
~ & o g
* (ase 2: IT is é-close to LIN. v
Le+ TT =(<mod)gege € LIN  be the unique linear function that is closest 1o II.

&Vify QNS

~

f\—[ T (x)=l}$ B[v,_’;c,,(x)=|

Viger

all quecies by Virer are ] 4 [Bc‘ve.\-y o by Vieer ]
answered with TT = (<mad)ger? ( St Qc[ﬁ](ﬂ#ﬁ(‘\)

® ¥ fleLliv Yaekt ];r[ﬁ(mr)-ﬁ(r) +TT(0)]s2-A(FLA):
By o Chernoff bound, if A(TLTI)<L then
t‘%&[ plurality {TT (a+r)- T ()} # fi(a)]< exp-e).

< Es+ Qexpl-t). < (an set t:= O(\o%q).
®

13



Exponential-Size PCP for QESAT

Vi;rcy ((py,..,pm)):

. Sample xy<F"™" and check that Fx)+(y)= Tix+y).

2. Sample ref" and s« F".

3. Sampla U, ..., Ue e F

4. Define M:= [C?mﬁ)]éﬂ:m('\w ond c:=[-m§*(r')}eﬂ’".
coeft (pm) —const(pm)

5. Set .= P\um\'ﬂ'y{ F(Mr+w)-TW) oy and check that ve=<c,r,

6. Set Vg, := plum\'\’ry{ ¥ (Fot (se)l0" + ui ) - T (ui) }iertJ and check that Vie = Vrea Vres ®

Vrey := plurality {F (M ls+ ua)-ﬁ(ui)}ie[tj

Vres = Plurah-\-y {ﬁ(0"1||S;+(Ai)-ﬁ(ki)}-le[t]

improved ‘analysis of BLR test

(compared +o max{%,1-4})
, _(: l _26 2

The soundness error is  min  max {|-d 21, 4.9, 4(/7- ) }
delo V) /|l .

Fix d='% . Then hmx{%, 21f1-1 2.e‘t/“'}s "‘“"{}/8 , Yt 8o€—%"}\< A for t25-64=320.

IFI*

|Flz2 -5 | _3 3
Se 45574

The query complexity is 3+5-t = l603.

[no abstractions]
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Additional Slides:
LPCP with Linear Proof Length

15



Linear PCP of Linear Size

We have shown that

theorem: QESAT(F) € LPQP[ €=0, &= g‘—"%', 2=, 1=n’+h,q=tx, |’=(m+Zh)'|09||’FI]
Next we show that
theotem:  RICS (F) € LPCP| £c=0, &= -, T=F, L=n+m,q=k , F= loglFi]

T
A restriction of QESAT(F) that is still NP-complete.

The {irst real-world deployments of succinct cryptographic proofs were based on (FCFs.

(He\-z “succinet means "Proo‘(‘ verification is QKPonen’riolly Qos\'zr than the Pl'oved C,OMPUf'a‘)’ion“.)

These are obtained via a trancformahion:

transformation based svecinet
LPCP o]\ Iir\eql--or\ly cn(odfngs cryr\'ograp}nc Pm¥

Tmproving - the. proof  length from quadratic to linear enabled an efficient LPCP prover.
RICS has become o popular standard for specifying NP statements.

16



Rank-1 Constraint Satisfiability

S{<0,2><bi 2y = <ai, 20}

elm]
def: RLCS(F)= { (/&?_,E,M) | Jwe F ™ ot CAZ o B2 = Ca for 2:=(u,w)}.
| mxn mathces
RanK 4 Constraint Systems [: g\;]_ [il o [:E;J [; - [:gzi:i | [?':}
O I R PR ) Ry e |

RICS(F)  restricts QESAT(F) fo quadfatic equotions of the form <ai2>-<bi2d> =<2
(Some quadratic equations are "far” Lrom this Sorm, eq, 2 Xr=0.)

lemma : For every finite field &, RICS(F) ic NP- complete.
.]2_\'22& RICS(F) is in NTiME(Poly(m,n,logllFl)),

We show NP-hardness by reducing from CSAT (satistioble boolean circuits).
Given a boolean circvit C :{0,'}'(—’{0,'}1

inputs internal wires outpvt

. o Y .
* assign each wire o variable XXk, Xk#, .., Xa-1,%n GNd allocate o. variable x. for constants

- enforce booleani'\‘y: ¥ ielk], create +he constraint Xi- (Xi-Xeo) =0

each constroint
y MO\P COKC}\ %0("6 ‘l’O G COI\S*'I'O"\'\". Xi3= NAND (Xi.,Xi&) - Xi.-Xi,_': XO-— )(',3 induces cortesponding

tows in the mattices A B C

+ ovtput is 4: create the constraint X, Xn=Xo

Hence n=lCl+1, m=lcl+) (where |C|= #vertices in DAG representing C) . Finally, set u=(1). [
17



Linear PCP of Linear Length for R1CS

Arithmetize the RICS condition via Univariote polynomials:

low-degree. extend each column:
AzoBe= Co « {(Z Ayz)(Z Byz)- (L Ciz)- } :
Jem jem jetn ielm) AeF[x] is LoE of
[ i mld N
N {(ﬁZmA-a(l)ij)(ﬁZmBs(l)Z JGZ["C (02 } A HoF where Ajl)=Aj E } %
o T (x-1) divides (2 Ap0z)(X 800z)-(2 C0z) AR A
1eH Jeln) Jem JEIn)

o 3 quotient Q) sk AT ) = (2 A0z) (2 80z -( 2.5002)

)
Jeln) Je[n] Jeln)
(of degree <m-2)

(n-K)+m-\

The LPcP verifier expects o Pl‘ov(-‘ m=(w,d) e F and works as follows.

V¥ (aBew): |, Sample Te .

2. Query w at (A (H);-Ku (8. (\*))3 K (C S(H)‘;k’rl to obtain abc.
3. Quary Q at (l’) m2 to obkain d.
4. Check that QT (r-i) = (2 Anzg)-( 2 8i(nz)- (ZC (N;)

Jeln) Jetn‘.\ Jeln) \

by checking that A 8
y ¢hec g "H'\ d:\;rH U__.‘) ___(Z;‘As(r)u.).‘.o\).(z;‘ B‘-‘(l')lkyl' b) (ZJ-K (r)lei-c)
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